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Managing your Web Messenger Account
Synopsis

This article describes how to manage your Web Messenger email account for those who do not
have encrypted email capabilities.
Details

Web Messenger is a secure email account offered to you by the State of South Carolina. You will
use an Internet browser (e.g. Internet Explorer, Netscape) to access any email sent to you.
We will cover the following features within Web Messenger:

* Creating a Web Messenger Account

* Editing Messages

* Changing and recovering your passphrase
* Changing future message delivery settings

Creating a Web Messenger Account
The first time you receive a secured email, you will be directed to click a link to read the email

message. This link will help you establish your Web Messenger account. The steps to do so are
listed

below:
L] sort by«
¥ & Bruce D. Meyer 323 PM 1 Reply Reply all Forward o
MNew DSIT securec E-Mail The recipient
0 f&8 Bruce D.Meyer  12:23 Pl New secured E-IMail receives an email
Re: Your Trial Wersion of Con i i
_ ) - Fram: Bruee D. Meyer (bhdmeyer@cio.sc.gov) like this
Bruce D. Meyer  12:02 FM Sent Thu 2/12/09 3:23 PM

Paydat
W Paydates To

O

O BMT Micro Orcler  11:36 AM
BMT Micro Order Receipt {40

O BMT Micro Orcler  11:36 AR

O

O

Tou have received a NeW Secure E-Mail Message from:

Fileviewer Promation Product ©|  Bruce D. Meyer <bdmeyerfcio.sc.govs

BMT Micro Orcler  11:36 AR

. . To read this message securel lease click this link:
BMT Micra Orcler Recewved (. & ¥oop

Microsoft 10:38 Al
MWCP Flash: February 2009

O Rexio Online

https://keys.cio.sc.gov/b/b.e?r=hdmeyer44%40msn. comen=1ha% 2E5 2

They click this link

1. Click the link in your email
(e.g. https://keys.cio.sc.gov/b/b.e?r=company@domain.com&n=2FXBdOMOFY7ryiOqUW6rrQ).
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This will open your Web Browser and take you to the passphrase creation screen.

»4 SECURE MAIL

You have received an encrypted message from State of So Carolina

Flease create a passphrase to secure future messages delivered to yvou.
This server requires your passphrase to meet the following requirements:

® They musthe atleast 8 characters long.
® [tmustinclude an uppercase letter, a lowercase letter, a digit and a punctuation mark.

For example, "kittycat' is not a valid passphrase, but"kK1tYe@t' is a valid passphrase.
Here are some recommendations for protecting vour passphrase:

® llse an easyto remember passphrase thatyou don't need to write down.
® Dontuse obvious passphrases that can be easily guessed.

® [Dontmake your passphrase a single word.

® Don'tuse famous quotations.

| |
#

Passphrase:

Confirm Passphrase: = |

2. Enter a new passphrase. Make note of the passphrase recommendations.

Following the recommended guidelines for passphrase creation will help protect your
information.

3. Confirm the new passphrase, and click Continue.
For examnple, "kittycat® is not a valid passphrase, but "kK1fve@t" is a valid passphrase.

Here are some recommendations for protecting your passphrase:

Use a phrase, not a word. It's
harder to crack.
ltrains mainly in the plains in
Spain.

® Lse an easyto remember passphrase that you dont need to write down.
® [ontuse abvious passphrases that can be easily guessed.
# Dontmake your passphrase a single word.

& [ontuse famous guotations.

|.... L1111 L1111 L 1] |
Passphrase:

|.... (11 1]) (11 1]) ..l |
Confirm Passphrase:

..and click continue \‘
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4. Select the Web Messenger delivery option, and click Choose Option. The Inbox will then
appear, and email can be read.

SECURE MAIL

pmpose
| < Reply || < ReplyToAl || @ Delete || ~ Piint
box
From: "Bruce 0. Meyer" <hdmeyerg@cio. sc.qoy=
¢ To: "Bruce D. Mever' <bdmeyerd4@msn.com=
1

Subject: | am a [secure] test

Doe's eat oats

and You will
Mare's eat oats immediately be
and presented with the

Little Lamhbies eat hiy .
. decrypted email.

Goat'll eat by too
fwodldn't you?)

Thiz is atop secret poem. Don't let anyone outside of |
It could cause the largest economic doventurn of th

Fred
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Editing Messages
The options available for editing web messages are:

1. Reply/Reply to all - Click one of these options to send a response to the sender.
Web Messenger - Message Display - Mozilla Firefox
History — Bookmarks  Tools  Help

{at (‘ﬂ ' https:ikeys. cio.sc.gov/bim. e7id=1M4HY I7HDTEE J6HMAR Y AR FFNT Afmid=1&sort=receivediarder=2

setting Started |j PIP One-Click |2 | Latest Headlines 9 Release Motes |2 | Darknet - The Darkside O &pple "¥? Yahoo! |j Google Maps YouTube

Window L | | Mone v |

= |[ <= ReplyToAn || @ Delete ||| 2 Print |

From: e 0. Meyer' <bdmeyer@cio.sc.govs

To: "BruceND. Meyer' <hdmeyerdd @msn.com=

Subject: [Secure]

Clicking 'reply' replies in a secure mannetr.
You can add attachments and they will also be encrypted.

PRIVACY NOTICE: THIS COMMURNICATION IS INTENDED OMNLY FOR THE USE OF THE
INDIVIDUAL OR ENTITY TOWHICH IT 1S ADDRESSED, OR IF MISADDRESSED TO YWHOM 1S
WAS INTEMDED, AMD MAY CONTAIN OURPATIENT OR OTHER INFORMATION, THAT IS
PRIVATE AMD PROTECTED FROM DISCLOSURE BY APPLICABLE FEDERAL ANDIOR STATE
LA, IF THE READER OF THIS MESSAGE 1S MOT THE INTEMDED RECIFIENT OR
RESFOMSIBLE FOR DELWERIMNG THE MESSAGE TO THE INTENDED RECIPIENT, YOLI ARE

2. Delete - Click this option to remove the message.
3. Print - Click the Printable View button to access the print button.
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I 4+ Send H # Attach H X Cancel

From: hdmeyerdd@msn.com
To: |

Cc: |

Subject: |

Add attachment

To compose a new message, you will need to go to
your inbox, and click 'Compose.’

4. The recipient can initiate a secure communication with you by selecting ‘Compose,’ even if
they aren’t replying to an existing email. After a period of inactivity, their account will be
automatically deleted to free up licenses.
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Changing and Recovering Your Passphrase

1. Login to your Web Messenger account. This is done by opening your Internet browser and
going to the PGP Universal Web Messenger site (e.g. https://keys.cio.sc.gov).
2. Enter your email address and passphrase and click Login.

A SECURE MAIL

Welcome to the State of South Carolina Secure

- : g Please login to access your secure inhox:
E-mail encryption service.

o _ Email Address: || |
This is state of South Carolina government computer system.
State compiter systems are provided for the processing of | |

COfficial U.S. Government information only. All data contained Passphrase:

within State computer systems is owned by the South Carolina

government, and may be monitored, intercepted, recorded, read, Ilost my passphrase

copied, or captured in any manner and disclosed in any manner,

by authorized personnel. THERE IS NO RIGHT OF PRIVACY IN THIS

SYSTEM. System personnel may disclose any potential evidence
of crime found on state computer systems for any reason. USE
OF THIS SYSTEM BY ANY USER, AUTHORIZED OR UNAUTHORIZED,
CONSTITUTES CONSENT TO THIS MONITORING, INTERCEPTION,
RECORDING, READING, COPYING, or CAPTURING and
DISCLOSURE.

In order to gain access to your account and messages you must
first enter your email and passphrase associated with this account.

3. Click Settings.

-~
mEEEEN
" o Gemog Holp ) Logout

= Sefings (=) Help &3 Logout

D Delete | - P Message 1 of 1 First |Pvavious | Mext | Last
wyer@eio sc.govs The "Settings” button s at the top 02112000 312 PM
Wyerda@min com> right above the banner.
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4. Click Change Passphrase.

Flease select hiow you wwould like to

& PGP Universa

Change
Lat me rea .
passphrase is at
e the bottom.

) PGP Universa

['want to install 2 small backoroon
Carolina.

) PGP Desktop or SMIME

['want to install a small BEckoroun
Carolina.

) PDF Messenger

l'wantto usethe p

sphrase | just
documents.

Change My Passphrase
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5. Enter in a new passphrase.
Change Passphrase

This server requires your passphrase to meet the following requirements:

® They mustbe atleast 8 characters long.

® |t mustinclude an uppercase letter, a lowercase letter, a digit and a punctuati

For example, "kittycat' is not a valid passphrase, but k1@t is a valid passphrasq Enter old passwsord (to

confirm your the actual
user who is changing

® |Jse an easyto remember passphrase thatyou don't need to write down. the password]

® Dontuse olwious passphrases that can be easily guessed.

® Dontmake your passphrase a single ward.

® Dontuse famous guatations.

Here are some recommendations for protecting your passphrase:

Current Passphrase: |

New Passphrase: |

Then create your new

password, and click
| continue.
Confirm New Passphrase: #

| Go Back | | Continue
6. Confirm the new passphrase, and click Continue.

7. The passphrase is now changed and you may close the window or return to your Inbox.
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If you have forgotten your passphrase, you may recover it as follows:

1. Open the Secure Web Messenger site https://keys.cio.sc.gov

2. Click the ‘I lost my passphrase’
link.

rolina secure Please login 1o access your secure inbox:
dnganter system. e -
©processing of
Lt comtaned Passpluase: -
e South Carolina ;
1108t My passpivase

Cledirecorded, read,
Sty Inmaneed
| Of PRIVACY N THIS /
o potertial evedence -
| lost my passphrase

3. Enter your email address and click Send.

| | J
Reset Passphrase

FPlease enter your emnail address to receive a link where you can safely reset your passphrase. Your current passphrase will remain active

until you enter a new one.
Email Address: |sowvadoregdali.infa| | Enter the email address you
are known to the system as,
and click send. [ send |

4. Check your email as a new email was sent automatically with a link to reset the passphrase.
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PGP Usiraet 1ol soroma & Wil By sl 0 ol 1
DT Seowe 0l Servce .

:::th-c 434 P00 DSIT Secure E-Mail Service Password Reset

[ . You can reset your passphrase by clicking on the following UTRL:

i

Mew Dttps:/Skeys.cio.sc.gov/b/rp.e?rid=APVUSVRRNFSHDOIEZ BEJRCEQET
iz r—————————

Moty Lowss p— Tos ¢as feset pist passpliase By CLickiag & the Iollowiag TRL
B vomr Tiial Vessaom of Com BLepa 1 //HeTs . 0L, 80, 90/ £p. € M IGC ATV SO L LI SRS RCEQE ¢

-— an -

5. Click the link provided in the email.
6. Enter a new passphrase.

Create Your Passphrase

‘Your passphrase has heen reset Please enter a new passphrase.
This server requires your passphrase to meet the following reguirements:

#® They must he atleast 8 characters long.
® |t mustinclude an uppercase letter, a lowercase letter, a digit and a punctuation mark.

Forexample, "kittycat” is not a valid passphrase, but"k1itve@t' is a valid passphrase.
Here are same recommendations for protecting your passphrase:

Use an easy to remember passphrase that you don't need to write down.
Don'tuse obvious passphrases that can be easily guessed.
Don't make your pagsphrase a single word.
Don't use famous quotations. We see the ‘create
password' screen

| | again. The procedure is
Passphrase: =] the same as before.

Confirm Passphrase: EI

7. Confirm the new passphrase, and click Continue.
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M 1am a [secure] test

Doe's eat pats

and

Mare's eat oats

and

Little Lambies eat vy
a

Goat¥ eat iy too

As before, you are immediately
dropped into your decrypted
email after creating the new

passphrase,

(wouldntyou?)

This is atop secret poem. Dont let anyone outside of HR read it.
tcould cause the largest economic downtum of the past 12 months

Fred

[ [ raryere—y @ Delet
SR | RooTo AL (18 Detese o | Py
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